Aisha Khan

aisha.khan@example.com < (555) 123-4567 ¢ San Francisco, CA < linkedin.com/in/aishakhan

SUMMARY

Detail-oriented Cloud Security Engineer with over 5 years of experience in designing and implementing security solutions for
cloud environments. Proven track record in enhancing security posture and reducing vulnerabilitiesin cloud architectures.

EXPERIENCE

Cloud Security Engineer Jan 2022 - Present
Tech Solutions Inc., San Francisco, CA

 Led theimplementation of a cloud security framework, reducing security incidents by 40% within the first year.
» Automated compliance checks for AWS environments, saving 15 hours per week in manual auditing efforts.

* Collaborated with devel opment teams to integrate security into CI/CD pipelines, improving code quality and reducing
vulnerabilities by 25%.

Security Analyst Jun 2019 - Dec 2021
Cyber Defense Corp., Los Angeles, CA

» Conducted risk assessmentsfor cloud applications, identifying critical vulnerabilities and implementing mitigation strategies
that decreased risk exposure by 30%.

 Developed and maintai ned security documentation and incident response plans, streamlining response processes and reducing
incident resolution times by 20%.

* Participated in security audits and compliance assessments, ensuring adherence to industry standards such as SO 27001 and
NIST.

Junior Cloud Security Engineer May 2018 - May 2019
Innovative Tech Group, Seattle, WA

» Assisted in the design and deployment of secure cloud architecture, contributing to a 15% increase in overall system
performance.

» Monitored cloud security events and aerts, responding to incidents and refining security protocols to enhance protection.

 Provided training and support for teams on cloud security best practices, improving overall security awareness across the
organization.

EDUCATION

Bachelor of Sciencein Cybersecurity May 2018
University of California, Berkeley, Berkeley, CA « GPA: 3.7

SKILLS

Technical Skills: Cloud Security Architecture, Vulnerability Assessment, Incident Response, Compliance Frameworks
Tools & Frameworks: AWS, Azure Security Center, Terraform, Splunk



