Amina Khan

amina.khan@example.com < (555) 987-6543 « Seattle, WA < linkedin.com/infamina-khan

SUMMARY

Detail-oriented Penetration Tester with over 5 years of experience in identifying vulnerabilities and securing network systems.
Proficient in various penetration testing methodol ogies and tools, with a proven track record of reducing security threats by 30%
for clients.

EXPERIENCE

Senior Penetration Tester Jan 2022 - Present
Cyber Secure Solutions, Seattle, WA

» Led penetration tests for over 50 clients, resulting in a 30% reduction in security vulnerabilities.

 Developed automated testing scriptsthat improved testing efficiency by 40%, saving approximately $15,000 annually in labor
costs.

» Conducted comprehensive security audits using OWASP and NIST frameworks.

Penetration Tester Jul 2018 - Dec 2021
SecureTech Innovations, San Francisco, CA
 Performed network and web application penetration tests, identifying critical vulnerabilities in 95% of engagements.
 Collaborated with devel opment teams to remediate vulnerabilities, resulting in a 25% decrease in post-deployment issues.
» Utilized tools such as Metasploit, Burp Suite, and Nessus to conduct thorough security assessments.

Junior Penetration Tester May 2016 - Jun 2018
InfoGuard Technologies, Los Angeles, CA

» Assisted in vulnerability assessments and penetration tests, contributing to a project that secured $200,000 worth of sensitive
data.

* Participated in security awareness training sessions for clients, enhancing overall cybersecurity posture.
» Gained hands-on experience with various security tools, including Wireshark and Aircrack-ng.

EDUCATION

Bachelor of Sciencein Cybersecurity May 2018
University of California, Berkeley, Berkeley, CA « GPA: 3.8

SKILLS

Technical Skills: Penetration Testing, Vulnerability Assessment, Network Security, Web Application Security
Tools & Frameworks: Metasploit, Burp Suite, Nessus, OWASP ZAP



