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aisha.khan@example.com < (555) 123-4567 ¢ San Francisco, CA < linkedin.com/in/aishakhan

SUMMARY

Results-driven Senior Penetration Tester with over 7 years of experience in identifying vulnerabilities and securing systems
across variousindustries. Proficient in executing penetration tests, conducting vulnerability assessments, and providing actionable
remediation strategies.

EXPERIENCE

Senior Penetration Tester Jan 2022 - Present
SecureTech Solutions, San Francisco, CA

» Led ateam of 5in performing comprehensive penetration tests, resulting in a 30% reduction in vulnerabilities across client
systems within 6 months.

» Developed and implemented arobust security training program for devel opers, reducing code vulnerabilities by 25%.
» Utilized tools such as Metasploit, Burp Suite, and OWASP ZAP for testing and reporting.

Penetration Tester Jun 2019 - Dec 2021
Cyber Security Innovations, Los Angeles, CA

» Conducted over 50 penetration testsfor clientsin finance and healthcare sectors, achieving an average vulnerability discovery
rate of 40%.

« Collaborated with software devel opment teams to integrate security best practices, which led to a 15% decrease in production
bugs.

* Implemented automated testing scripts that reduced testing time by 20%.

Junior Penetration Tester Aug 2016 - May 2019
TechGuard Solutions, New York, NY
* Assisted inover 30 penetration tests, identifying critical vulnerabilitiesthat saved clients up to $100,000in potential breaches.
* Participated in incident response and forensic investigations, providing detailed reports and recommendations.
» Gained hands-on experience with Kali Linux, Wireshark, and Nessus.

EDUCATION

Bachelor of Sciencein Cybersecurity May 2018
University of California, Berkeley, Berkeley, CA « GPA: 3.7

SKILLS

Technical Skills: Penetration Testing, Vulnerability Assessment, Incident Response, Web Application Security
Tools & Frameworks: Metasploit, Burp Suite, OWASP ZAP, Nessus



