Amina Khan

amina.khan@example.com < (555) 987-6543 ¢ Austin, TX < linkedin.com/in/aminakhan

SUMMARY

Detail-oriented SOC Analyst with over 4 years of experience in monitoring and responding to security incidents. Proven track
record in threat detection and mitigation, utilizing advanced security tools and methodol ogies to enhance organizational security
posture.

EXPERIENCE

SOC Analyst Jun 2021 - Present
CyberDefense Inc., Austin, TX

» Reduced incident response time by 30% by implementing automated playbooks using SOAR tools.
 Successfully identified and mitigated over 150 security threats, resulting in a 25% decrease in potential data breaches.
» Conducted regular threat hunting exercises, enhancing detection capabilities and increasing overall security awareness.

Junior SOC Analyst Jul 2018 - May 2021
SecureTech Solutions, Dallas, TX

» Monitored and analyzed security events, contributing to a40% increase in threat detection accuracy.
* Collaborated on incident response plans that reduced recovery time from incidents by 20 hours on average.
 Utilized SIEM tools (Splunk, ELK Stack) to manage and analyze security data, improving reporting efficiency.

IT Security Intern Jan 2018 - May 2018
TechSecure Corp., Austin, TX

» Assisted in vulnerability assessments and penetration testing, identifying critical weaknesses that led to immediate remedi-

ation.
* Participated in the devel opment of security awareness training programs, increasing employee engagement in security
practices.
EDUCATION
Bachelor of Sciencein Cybersecurity May 2018

University of Texas at Austin, Austin, TX « GPA: 3.7

SKILLS

Technical Skills: Incident Response, Threat Analysis, Vulnerability Management, Network Security
Tools & Frameworks: Splunk, ELK Stack, Wireshark, Tenable



